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Captura e analise de Tramas Ethernet

1. Endereco MAC da interface ativa do meu computador é 3c:6a:a7:07:88:a2

Ethernet II, Src: IntelCor_07:88:a2 (3¢:6a:a7:07:88:a2), Dst: ComdaEnt ££:94:00 (0:d0:03:Ff:94:00)
2. O endereco do destino da trama é 00:d0:03:ff:94:00
Dst: ComdaEnt ff:94:00 (00:d0:03:ff:94:00)

Isto ndo corresponde ao endereco Ethernet do servidor HTTP para
http://www.portugalglobal.pt/PT/Paginas/Index.aspx . A trama é destinada ao router da rede LAN
que é o link usado para sair da subnet.

3. Valor hexadecimal do campo Type

v Ethernet II, Src: IntelCor 07:88:a2 (3c:6a:a7:07:88:a2), Dst: ComdabEnt ff:94:00 (00:d0:03:ff:94:00)
Destination: ComdaEnt_ff:94:00 (00:d0:03:ff:94:00)
Source: IntelCor_@7:88:a2 (3c:6a:a7:07:88:a2)
Type: IPv4 (@x0800)

O valor Type é 0x0800 e representa o endereco IPv4.

4.

v Hypertext Transfer Protocol
~ GET /PT/inovcontacto/Paginas/InovContacto.aspx HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET /PT/inovcontacto/Paginas/InovContacto.aspx HTTP/1.1\r\n]
Request Method: GET
Request URI: /PT/inovcontacto/Paginas/InovContacto.aspx
Request Version: HTTP/1.1

@0 d6 03 ff 04 00 3c 6a a/ @7 88 a2 0% 00 45 06 3 E
02 52 0 3c 40 00 80 06 ed bf ac 1la @1 41 d5 3a  -R->@ A
al 11 c4 5b @@ 56 85 d8 e6 53 a3 cd 54 e2 50 18 [[P-- -5--T-P
#030 ©2 @@ 3b 21 80 00 20 2f 50 54 2f 69 6e ;! /PT/in

Foram usados 54 bytes para o caracter ASCIlI “G” desde o inicio da trama. Sdo encontrados 14
bytes que correspondem a trama da Ethernet, seguidos de 20 bytes do IP e mais 20 bytes do TCP
gue corresponde ao nivel antes do HTTP ser encontrado.

a) 54/517 =0.10, ou seja, 10%


http://www.portugalglobal.pt/PT/Paginas/Index.aspx

54 + 517 =
0,10444874274661508704061895551257

b) Este overhead é justificado pelos mesmos fatores apontados na 4.

5. Enderego Ethernet na fonte

Frame 28: 6@8 bytes on wire (4864 bits), 688 bytes captured (4864 bits) on interface \Device\NPF_{4
~v Ethernet II, Src: IntelCor_07:88:a2 (3c:ba:a7:07:88:a2), Dst: ComdaEnt_ff:94:00 (00:d0:03:ff:94:00)
Destination: ComdaEnt_ff:94:00 (00:d0:03:1f:94:00)
v Source: IntelCor 07:88:a2 (3c:6a:a7:07:88:a2)
Address: IntelCor ©7:88:a2 (3c:6a:a7:87:88:a2)
ceee 2B L. ... ... .... = LG bit: Globally unique address (factory default)
....... @ ... .... ... .... = 1IG bit: Individual address (unicast)
Type: IPvd (0x0300)
Internet Protocol Version 4, Src: 172.26.1.65, Dst: 213.58.161.17

[@8@@ 00 do 03 ff 94 00 EISNERNCVAUYAETREY! 08 00 45 00 - - ---- <j ----Be E

Endereco Ethernet na fonte ndo corresponde ao endereco Ethernet do site
http://www.portugalglobal.pt/PT/Paginas/Index.aspx ou do endereco da minha maquina, mas sim
ao endereco do router IntelCor, que é o link usado para aceder a minha subnet.

6. O endereco destino é 00:d0:03:ff:94:00 e corresponde a minha maquina.

wv Ethernet II, Src: IntelCor_©7:88:a2 (3c:6a:a7:97:88:a2), Dst: ComdaEnt_f:94:00 (00:d0:03:11:94:00)
v Destination: ComdaEnt ff:94:00 (@0:d8:83:ff:94:00)
Address: ComdaEnt_ff:94:00 (00:d0:03:ff:94:00)
seee @0 L. ... ... .... = LG bit: Globally unique address (factory default)
....... ® ... .... ... ... = 1G bit: Individual address (unicast)
Source: IntelCor_07:88:a2 (3c:6a:a7:07:88:a2)
Type: IPv4d (0Ox08800)
Internet Protocol Version 4, Src: 172.26.1.65, Dst: 213.58.161.17

0600 LI EIRaa ML 3c 6a a7 07 88 a2 08 00 45 00 [EEEEH<) ------ E

7.

v Ethernet II, Src: IntelCor ©7:88:a2 (3c:6a:a7:07:88:a2), Dst: Comdaknt ff:94:00 (00:de:¢
Destination: ComdaEnt_ff:94:00 (90:d@:83:ff:94:00)
Source: IntelCor ©7:88:a2 (3c:6a:a7:07:88:a2)
Type: IPv4 (@x0800)
Internet Protocol Version 4, Src: 172.26.1.65, Dst: 213.58.161.17
Transmission Control Protocol, Src Port: 508267, Dst Port: 8@, Seq: 1, Ack: 1, Len: 554
Hypertext Transfer Protocol

6006 60 d0 B3 ff 94 00 3c 6a as 0/ 88 a2 15780 ------ < THEE

O valor hexadecimal do campo Type é 0x0800 e este valor corresponde ao IP do protocolo que ja foi
mencionado na pergunta 3.



8. Resposta enviada pelo servidor foi HTTP/1.1 200 OK\r\n

132 0.712149 213.58.161.17 172.26.1.65 HTTP 173 HTTP/1.1 200 OK (text/html)
139 0.967294 172.26.1.65 213.58.161.17 HTTP 497 GET /Style%20Library/datePick
142 ©.968790 172.26.1.65 213.58.161.17 HTTP 551 GET /_layouts/2070/styles/Htn
154 ©.978880 172.26.1.65 213.58.161.17 HTTP 547 GET /_layouts/2070/styles/Htn
155 ©.979165 172.26.1.65 213.58.161.17 HTTP 493 GET /Style%20Library/styles.c
156 ©0.979343 172.26.1.65 213.58.161.17 HTTP 496 GET /Style¥20Library/styles t
159 0.979691 172.26.1.65 213.58.161.17 HTTP 531 GET /_layouts/2070/styles/cor
160 0.980771 213.58.161.17 172.26.1.65 HTTP 1199 HTTP/1.1 200 OK (text/css)

161 ©.983237 172.26.1.65 213.58.161.17 HTTP 487 GET /Style%20Library/jquery-1
167 ©.985546 213.58.161.17 172.26.1.65 HTTP 1150 HTTP/1.1 200 OK (text/css)

169 0.987071 172.26.1.65 213.58.161.17 HTTP 489 GET /Style%20Library/jquery.t
171 0.993101 213.58.161.17 172.26.1.65 HTTP 580 HTTP/1.1 200 OK (text/css)

179 ©.996125 172.26.1.65 213.58.161.17 HTTP 495 GET /Style¥%2@Library/jquery.t
206 1.005354 213.58.161.17 172.26.1.65 HTTP 920 HTTP/1.1 200 OK (applicatior
213 1.005882 213.58.161.17 172.26.1.65 HTTP 1065 HTTP/1.1 200 OK (text/css)

Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 213.58.161.17, Dst: 172.26.1.65
Transmission Control Protocol, Src Port: 80, Dst Port: 50267, Seq: 90001, Ack: 555, Len: 119
[73 Reassembled TCP Segments (90119 bytes): #31(1250), #32(1250), #34(1250), #35(1250), #37(125
v Hypertext Transfer Protocol
v HTTP/1.1 200 OK\r\n

[Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Response Version: HTTP/1.1

[ <

i(%‘t?oeoﬁ'oo """" A8 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b odjlHTTP/1.1 200 OK-|
i 00000010 [F 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢c 3a 20  fCache-C ontrol:

Protocolo ARP

9. A coluna do enderecgo Ethernet contém o endereco IP, a coluna do endereco MAC contém o
endereco fisico e a coluna do endereco type indica o protocolo tipo, que neste caso é
dindmico.

static
static
static
static

static

Interface:

Internet A hy ddre Type

192.1¢ static
static
static
static
static




10. O valor hexadecimal do endereco da fonte é 3c:6a:a7:07:88:a2. O valor hexadecimal do
endereco do destino é ffff.ff.ff.ff:ff. Isto pois a comunica¢do da minha maquina com o
router que providencia a rede eduroam que a mensagem de ARP Request ja estava
guardada em cache.

144 98.272.. IntelCor_07: ComdaEnt_ff:.. ARP 42 Who has 172.26.254.254? Tell 172.26.1.65
145 98.275.. ComdaEnt_ff: IntelCor_07:.. ARP 6@ 172.26.254.254 is at 00:d0:03:1f:94:00
20.. 906.27.. IntelCor_07: Broadcast ARP 42 bho has 172.26.1.65? (ARP Probe)
20..906.92.. IntelCor_07 {Broadcast JARP 42 Who has 172.26.254.254? Tell 172.26.1.65
20..906.92.. ComdaEnt_ff:94:00 IntelCor_07:.. ARP 60 172.26.254.254 is at 00:d0:03:ff:94:00
20..907.27.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)
20..908.27.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)

20.. 909.27.. IntelCor_07:88:a2 Broadcast ARP 42 ARP Announcement for 172.26.1.65

35.. 2774.6.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.254.254? Tell 172.26.1.65

Frame 20115: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{462EEEDE-6D83-4B18-A701-8B6D4719F7B4}, id @
Ethernet II, Src: IntelCor_07:88:a2 (3c:6a:a7:07:88:a2), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: IntelCor_7:88:a2 (3c:6a:a7:07:88:a2)

Sender IP address: 172.26.1.65

Target MAC address: ©0:00:00_00:00:00 (60:00:00:00:00:00)

Target IP address: 172.26.254.254

6000 3c 6a a7 07 88 a2 08 06 00 01  [REEEE<S
88 00 06 04 00 @1 3c 6a a7 @7 88 a2 ac la 01 41 <3 A
80 00 @0 60 00 00 ac la fe fe

|v Ethernet II, Src: IntelCor ©7:88:a2 (3c:ba:a7:07:88:a2), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

11. O valor hexadecimal do Type da trama Ethernet corresponde a 0x0806, indicando um ARP
Request.

Frame 20115: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{462EEEDE-6D83-4B18-A701-8B6D4719F7B4}, id @
v Ethernet II, Src: IntelCor_07:88:a2 (3c:6a:a7:07:88:a2), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)
[ P - «e-. .... = LG bit: Locally administered address (this is NOT the factory default)
. I . . = 1G bit: Group address (multicast/broadcast)
v Source: IntelCor_07:88:a2 (3c:6a:a7:07:88:a2)
Address: IntelCor_87:88:a2 (3c:6a:a7:07:88:a2)
.. .o, .. = LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)

Type:
Address Resolution Protocol (request)

o000 ff ff ff ff ff ff 3c 6a a7 07 88 a2 [LH 00 61  ------ <j ----'
88 00 86 04 00 @1 3c 6a a7 @07 88 a2 ac 1la 01 41 <j A
00 00 00 00 00 00 ac la fe fe

Type: ARP (0x0806)

12. O campo ARP opcode conta 20 bits desde o inicio da trama da Ethernet, tendo o valor igual a
1 o que significa que a minha maquina esta a tentar fazer um ARP Request.



v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: IntelCor ©7:88:a2 (3c:6a:a7:07:88:a2)
Sender IP address: 172.26.1.65
Target MAC address: 00:00:00 00:00:00 (P0:00:00:00:00:08)

f ff ff ff £f ff 3c 6a a7 07 88 a2 08 06 00 01 <J .-
0010 08 00 06 04 [Nl 3c 6a a7 @7 88 a2 ac la 01 41 ----.<j ------- A

00 90 00 0@ 0@ 00 ac la fe fe  aeaaoa.n -

13. Sim, contém o endereco de origem e a pergunta é um pedido de endereco MAC onde a
resposta para o ARP address contendo o endereco Ethernet 3c:6a:a7:07:88:a2 para o
remetente com o endereco de IP 172.26.1.65

v Source: IntelCor_@7:88:a2 (3c:6a:a7:87:88:a2)
Address: IntelCor_©7:88:a2 (3c:6a:a7:07:88:a2)

...... @. ... .-u. ..e- -u.. = LG bit: Globally unique address (factory default)
....... 0 e wewe w-.. = IG bit: Individual address (unicast)

Sender MAC address: IntelCor ©7:88:a2 (3c:6a:a7:07:88:a2)
Sender IP address: 172.26.1.65

Target MAC address: 00:00:00 00:00:00 (60:00:00:00:00:00)
Target IP address: 172.26.254.254

14.
No. Time Source Destination Prot/a\col Length  Info

144 98.272.. IntelCor 07:88:a2 ComdaEnt_ff:.. ARP 42 Who has 172.26.254.254? Tell 172.26.1.65
145 98.275.. ComdaEnt ff:94:00 IntelCor @7:.. ARP 60 172.26.254.254 is at 00:d0:03:1f:94:00
20.. 906.27.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)
20..906.92.. IntelCor 07:88:a2 Broadcast ARP 42 Who has 172.26.254.254? Tell 172.26.1.65
20.. 906.92.. ComdaEnt_ff:94:00 IntelCor_@7:.. ARP 60 172.26.254.254 is at 00:d0:03:11:94:00
20..907.27.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)
20..908.27.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)

20.. 909.27.. IntelCor_@7:88:a2 Broadcast ARP 42 ARP Announcement for 172.26.1.65

35.. 2774.6.. IntelCor_@7:88:a2 Broadcast ARP 42 Who has 172.26.254.254? Tell 172.26.1.65

IS dores Cf.na.nn P | n nn A ca ara z i+ An.da.na.rC.an.an

Address: ComdabEnt_ff:94:00 (00:d0:83:ff:94:00)
cee- 2.0 ... ... .... .... = LG bit: Globally unique address (factory default)
....... @ .... weiv wue. ... = 1G bit: Individual address (unicast)

Type: ARP (@x0806)

Padding: 0020000000000003000R00B00NR0ARRABNAA

~ Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: ComdabEnt_ff:94:00 (00:d@:03:ff:94:00)

Sender IP address: 172.26.254.254

Target MAC address: IntelCor_©7:88:a2 (3c:6a:a/7:07:88:a2)

Target IP address: 172.26.1.65

3C 6a a/ @7 88 a2 08 do 03 f 94 69 08 06 08 el <j i
0010 08 00 06 04 @0 do 03 ff 94 0@ ac 1a fe fe  ----H-- --------

3c 6a a7 @7 88 a2 ac 1a 01 41 @0 00 00 00 08 @0  <j------ -A

@0 00 00 G0 0 G0 90 00 08 60 00 00



a. O valor hexadecimal do campo ARP opcode foi 0x0002 e especifica que houveram 2
respostas ao ARP Request.
b. Aresposta ao pedido ARP encontra-se a 20 bits desde o inicio da trama da Ethernet.

v Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4d (0x@80@)
Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: ComdaEnt_ff:94:00 (00:d8:03:ff:94:00)
Sender IP address: 172.26.254.254

Target MAC address: IntelCor 07:88:a2 (3c:6a:a7:07:88:a2)
Target IP address: 172.26.1.65

Qoo
0010

an]
[
=

[xn]
(=]
(¥¥)

6a a7/
00 06
. ba a/ 07 88 a2 ac la
00 00 00 00 00 00 QO 00 00 00 00

@7 88 a2 00 do @3 ff 94 00 08 06 [Nl
04 00 02 00 do @3 ff 94 00 ac la fe fe
00 02 02 02 00 09

15. O valor hexadecimal para o endereco de origem é 00:d0:03:ff:94:00 e o do destino é
3c:2a:a7:07:88:a2. Com isto concluiu que o pedido de ARP Resquest foi respondido com
sucesso pela minha maquina.

Ho.

Time Source Destination Protocol  Length  Info
144 98.272.. IntelCor_@7:88:a2 ComdaEnt_ff:.. ARP 42 Who has 172.26.254.254? Tell 1
145 98.275.. ComdaEnt_ff:94:00 IntelCor_©7:.. ARP 60 172.26.254.254 is at 90:d8:03:+—
20..996.27.. IntelCor_@7:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probg
20..906.92.. IntelCor_@7:88:a2 Broadcast ARP 42 Who has 172.26.254.254? Tell 1]
20.. 996.92.. ComdaEnt_ff:94:00 IntelCor_©7:.. ARP 60 172.26.254.254 is at 00:d8:03:4
20.. 997.27.. IntelCor_@7:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probg
20..908.27.. IntelCor _@7:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe

20..909.27.. IntelCor_@7:88:a2 Broadcast ARP 42 ARP Announcement for 172.26.1.¢

>

v

v

Frame 20116: 60 bytes on wire (488 bits), 6@ bytes captured (4808 bits) on interface \Device\NPF_{46:
Ethernet II, Src: ComdaEnt_ff:94:00 (00:d0:03:ff:94:00), Dst: IntelCor_07:88:a2 (3c:6a:a7:07:88:a2)
v Destination: IntelCor_@7:88:a2 (3c:6a:a7:07:88:a2)
Address: IntelCor_@7:88:a2 (3c:6a:a7:87:88:a2)
deee -BL ... ... ... .... = LG bit: Globally unique address (factory default)
....... @ .... .... .... .... = 1G bit: Individual address (unicast)
v~ Source: ComdaEnt f:94:00 (00:d0:03:1f:94:00)
Address: ComdaEnt_ff:94:00 (09:d0:03:ff:94:00)
ceee -2BL .. ... ... .... = LG bit: Globally unique address (factory default)
....... @ ... .... .... -... =1G bit: Individual address (unicast)
Type: ARP (0x8806)
Padding:
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol tvpe: IPv4 (9x@808)

[ )

3c 6a a7 @7 88 a2 00 do 03 ff 04 00 08 Go:MXN
08 00 06 04 00 02 00 dd 03 ff 94 00 ac la fe fe - -~~~ .-

3c 6a a7 07 88 a2 ac la @1 41 CLRCRRCERCTREREE <G - -
00 00 00 00 00 00 00 00 00 60 60 60
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Apds dar ping entre o router nl e n2 verificamos que o router nl guarda na sua cache o
endereco do router n2, e como o router n3 ndo foi chamado, ndo possui nada na sua cache.

= Fle Edit Canvas View Tools Widgets Session Help

e 1001124

A

canvas1 /'

Por contrapartida no segundo ping de nl para n3, o nl continua com o enderego de n2, este
(n2) contém o endereco do router nl e n3, e este ultimo (n3) fica com enderec¢o do router
n2.



19. Ao remover-mos a ligacdo entre nl e n2 e ao tentarmos fazer ping verificamos que nao
obtemos resposta, uma vez que o endereco destino é inexistente.

time A0

20. A nossa hipdétese é que na tabela ARP de n5 apenas serd adicionado o IP de n6, uma vez que
ambos os host estdo ligados ao mesmo switch, ndo ha necessidade de comunicar com o
mesmo router n2.

50177/n5.conf

le Edit Canvas View Jools Widgets Session Help

10.0.1.1/24 10.0.1.2/24

P 2001:1::1/64 2001:1::2/64
nl

10.0.0.124 10.0.0.2/24
2001:0::1/64 2001:0::2/64

n3
1/64

TopaCC-LEL.

niv. Minh..

10,
001:2

0/24

10 4
10/64 2001:2:11/6

2\ canvas1 / . . P
200m 100% [CPU 9% (9) | 167M free

— P —

Como podemos ver pela screenshot em baixo, concluimos que a nossa hipdtese estava
correta e que apenas foram adicionados os enderecos de n6 a n5 e n5 a n6, continuando n2
apenas a conter os enderegos de nl e n3.

Flags Hask




Parte Il

No. Time Source Destination Protocol  Length  Info
21 16.231.. IntelCor 07:88:a2 Broadcast ARP 42 who has 172.26.254.254? Tell 172.26.1.65
22 16.236.. ComdaEnt_ff:94:00 IntelCor_07:.. ARP 60 172.26.254.254 is at 90:d0:03:1f:94:00
34 16.330.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)
39 16.466.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.254.254? Tell 172.26.1.65
40 16.471.. ComdaEnt ff:94:00 IntelCor_07:.. ARP 60 172.26.254.254 is at 90:d0:03:11:94:00
43 16.549.. IntelCor_07:88:a2 Broadcast ARP 42 who has 172.26.254.254? Tell 172.26.1.65
44 16.553.. ComdakEnt_ff:94:00 IntelCor_@7:.. ARP 60 172.26.254.254 is at 00:d0:03:ff:94:00
61 17.331.. IntelCor_07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)
119 18.333.. IntelCor 07:88:a2 Broadcast ARP 42 Who has 172.26.1.65? (ARP Probe)
358 19.334.. IntelCor ©7:88:a2 Broadcast ARP 42 ARP Announcement for 172.26.1.65

Frame 358: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{462EEEDE-6D83-4B18-A701-8B6D4719F7BA}, id @
Ethernet ITI, Src: IntelCor_@7:88:a2 (3c:6a:a7:07:88:a2), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
+ Address Resolution Protocol (ARP Announcement)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

[Is gratuitous: True]

[Is announcement: True]

Sender MAC address: IntelCor ©7:88:a2 (3c:6a:a7:07:88:a2)

Sender IP address: 172.26.1.65

Target MAC address: 09:00:00 _00:00:00 (00:00:00:00:00:00)

Target IP address: 172.26.1.65

FFFF FF Ff f T 3¢ 6a a7 07 83 a2 08 06 00 01 <3
93 00 06 04 00 @1 3c 6a a7 07 88 a2 ac la 01 41 <j A
0020 [ENTHCRTIENE ac 1a 01 41 - - - - - -

Neste caso, o IP do Sender coincide com o IP do Target. Ou seja, é enviado um
pedido de ARP gratuito cuja funcdo é descobrir o endereco MAC do IP da nossa
maquina nativa, de forma a verificar que o endereco IP que nos foi atribuido é Unico.

Sender MAC address: IntelCor 07:88:a2 (3c:6a:a7:@7:88:a2)
Sender IP address: 172.26.1.65
Target MAC address: 00:00:00 00:00:00 (00:00:00:00:00:00)
Target IP address: 172.26.1.65



I

1P A3 > 10
1P 10,0,0,

10,000,10% ic
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Através das screenshots podemos observar que através do ping do nl para n2 verificamos
gue existe trafego entre todos os dispositivos a exce¢do do n5, sendo que este hub, como
ndo é do nivel 2, ndo fara enderegcamento MAC fazendo apenas Broadcast.
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root@n3; /tmp/pycore.54582/n3.conf

4 topdump
use -

Com o ping de n1 e n2 os Unicos que apresentam trafego sdo o nl e n2 respetivamente,
como o nd e o n3 ndo apresentam nada, devido ao facto de existir uma switch que também
de nivel 2 que faz o enderecamento do MAC. Assim qualquer pedido é enviado diretamente
para o endereco estipulado, uma vez que o switch elimina colisGes e conecta cada a uma
porta do comutador.



Conclusao

Este relatério teve como foco o estudo da ligacdo loégica, em destaque a Ethernet e o protocolo
ARP. Precedendo a este trabalho, o nosso conhecimento sobre esta matéria era inexistente.
Com o auxilio do Wireshark e do Core, estudamos os diferentes tipos de protocolo ARP,
incluindo o ARP Request (pedido ARP) e o ARP gratuito. Ainda alcangamos uma maior
compreensdo das origens e destinos dos enderecos Ethernet e das suas respetivas
mensagens e func¢des. Dito isto, de forma sucinta, posteriormente ao estudo destes tdpicos,
adquirimos capacidade de interpretar e analisar este tema, proporcionando uma
aprendizagem interativa e abrangente ao nosso grupo.



